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Executive Summary

GPS phone shipments are set to grow significantly over the period 2008-12. This is governed by a number of
factors such as regulatory requirements for mobile service providers to give accurate location fixes for
emergency callers, the decreasing costs of GPS phone chipsets, a migration of GPS functionality from high-
end into mid-range and eventually low-end handsets, and a determination by handset manufacturers —

particularly Nokia — to share in the projected rise in revenues from mobile location based services (LBS).

The number of users of mobile LBS is also expected to grow strongly from 2008-12. ARCchart predicts that by
2012 the worldwide installed base of GPS-enabled handsets will reach 891 million and the consequent growth
in the availability of handset location information (LI) raises many questions about the degree to which users

can be protected from potential abuses of their LI.

In this report ARCchart examines the market for GPS phones, location finding techniques, legal and regulatory
implications of GPS phones and technologies available for managing location privacy. ARCchart’s analysis of
the emerging LBS market reveals that there is a potential for serious abuses of location privacy in cases
where the use of location information has not been adequately regulated.

e Chapter A describes the positioning technologies that allow mobile handsets to be located, with
particular emphasis on GPS, assisted GPS (A-GPS) and its use in conjunction with the most
common cellular location technologies. It also samples some current GPS phone models and reviews

handset and server side architectures for accessing LI.

e Chapter B reviews the main types of LBS applications, which includes personal security, navigation,
education & gaming, enterprise, social networking, commerce and Government. Descriptions and
examples are provided of each application, followed by our observations of the implications for

location privacy. We also summarise the major threats arising from abuses of LI.

e Chapter C describes the legal, regulatory and technological mechanisms that are currently available
for the protection of location privacy. We look in particular at the experiences in four representative
markets: China, Japan, the UK and the US.

e Chapter D provides some key recommendations for regulators and LBS providers to ensure that LI is
adequately protected in the markets where they operate.

e Chapter E presents ARCchart's world and regional market forecasts over the period 2008-12 for

annual shipments of GPS phones, numbers of GPS phones in circulation and user numbers for the

main types of LBS application.
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ARCchart forecasts that worldwide shipments of GPS phones will increase from 234 million in 2008 (20% of
all shipments) to 535 million in 2012 (37% of all shipments). GPS functionality will migrate from high-end
smartphones into mid-range and low-end models during the forecast period. The total installed base of GPS-
enabled handsets worldwide will increase from 343 million in 2008 to 891 million in 2012.

In parallel with the rapid growth in GPS phone ownership, the user base for key LBS applications accessed
via these devices will also grow significantly. For example, ARCchart forecasts that users of location services
aimed at personal security will increase from 14 million in 2008 to 45 million by 2012, while mobile subscribers

using their handsets for navigation purposes will jump from 39 million in 2008 to 150 million in 2012.

ARCchart also presents important recommendations for regulators and LBS providers operating in nascent
LBS markets. A key requirement is that regulators provide clear rules on the permissible use of LI for all
players in the LBS value chain and not just for mobile service providers. Where the regulatory regime is
incomplete, industry players should adopt a common code of practice for the use of LI within their market; this

will safeguard their customers’ location privacy and their own longer-term commercial interests.

Other recommendations aimed at LBS application providers highlight the need to introduce new techniques for
protecting location privacy in ways which allow users to retain control of their privacy profile. Sales and
marketing materials should stress safe modes of use for LBS; in particular for potentially high-risk services

such as child-finders and location-aware dating services. Where services allow users to tag uploaded content

(e.g. photos) with their location, the content should ideally be moderated before it is shared with other users.
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